
International Journal of Computing and Business Research 

(IJCBR) 

ISSN (Online) : 2229-6166 
Volume 3 Issue 1 January 2012 

 

 

 

 

A SURVEY ON VARIOUS POSSIBLE VULNERABILITIES AND 

ATTACKS IN CLOUD COMPUTING ENVIRONMENT 

 

Ajay Jangra1, Renu Bala2 

 

1Asst. Prof., CSE Department UIET, Kurukshetra University, Kurukshetra, Haryana, India 

2 M. Tech, Researcher, CSE Department UIET, Kurukshetra University, Kurukshetra, Haryana, 

India 

 

 

ABSTRACT 

Cloud computing is model that makes reference to the two essential concepts: ‘abstraction’ 

and ‘virtualization’ to increase the capacity and capability of IT by providing on demand 

network access to shared pool of computing resources without investing in new 

infrastructure. But as more and more information about enterprises are placed in cloud, 

concerns about how to secure the cloud environment to keep the data secure are also 

beginning to grow. So before shifting to cloud computing user must know about various 

threats present in this new system. In this paper, analysis about various attacks and 

vulnerabilities that pose threats to cloud is presented. This paper also concerned to the 

comparative study of attacks and different security issues arises due to the nature of cloud 

computing. 
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Introduction: Cloud computing refers to the distributed computing on internet that uses the 

aspects of various technologies: Grid Computing (Distributed network that provides 

dependable, consistent and inexpensive access to various computational capabilities), 
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Internet Computing (Provides distribu

grow), Autonomous computing

interference), Edge computing (for load balancing). Today various small and medium size 

companies moved towards cloud enviro

with the larger infrastructure companies by simply gaining fast access to best business 

application and drastically boost their infrastructure resources at negligible cost. While the 

cloud offers these advantages there are various issues and risks that reduce the growth of 

cloud computing. 

According to the recent IDC enterprise

taken security as a top challenge prevents the adoption of cloud services.

Source: IDC Enterprise Panel August 2008

Figure 1 various issues/challenges to cloud model.
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Internet Computing (Provides distributed platform on internet), utility computing

grow), Autonomous computing (system manage themselves without any external 

dge computing (for load balancing). Today various small and medium size 

companies moved towards cloud environment because now they are capable to compete 

with the larger infrastructure companies by simply gaining fast access to best business 

application and drastically boost their infrastructure resources at negligible cost. While the 

es there are various issues and risks that reduce the growth of 

According to the recent IDC enterprise survey figure 1 shows 74% IT companies has to be 
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Figure 2 explain the basic level communication between user and service provider and 

dependency among various layer of cloud that poses great impact on security risks, 

necessary for understanding the complexity of security aspects in cloud environment.  

In figure (2), during communication process consumers are front end and cloud service 

providers are back end. For resource pooling various steps are included: 
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� User authentication and login process: In this web browser collects all necessary 

information about consumer using various security technologies/protocols like 

SSL/SSH/TLS. 

� Web browser provides all information to policy manager which authenticate the 

consumer using public key infrastructure, certification authority and others. 

� After that consumer request to browser for required services using Simple Object 

Access Protocol [XML or REST format + transfer protocols]. 

� Now web browser delegates the QOS requirements to policy manager, which 

evaluate the requirements according to service level agreement (SLA). For SLA 

policy manager also use cloud broker and resources engine. 

� For resource discovery cloud broker collects the information about other cloud and 

their services and resource engine delegates the service requirement to VM 

schedulers which collaborates the required service from various VM / chunks 

provider. 

Dependency among cloud layers: The application layer and core layer depends upon VMs 

layer and physical machine layer which further depend upon virtual network layer and 

physical network layer so damage at any layer also have great impact on other layers. 

Complexity of security aspects: When we think about security of organization’s core IT 

infrastructure there is need to provide security at network level, host level, application level 

and when we talk about data security two aspects are included ‘data transmission security 

and data storage security’. 

Security Principles: The fundamental basis for developing secure cloud environment is 

based on various security principles: 

Confidentiality: The prevention of unauthorized disclosure of information that may be 

intentionally or unintentionally refers to the confidentiality. 

Integrity: The concept of cloud information integrity is based on two principles 

� Prevention of modification of data from unauthorized users and preventing the 

unauthorized modification of data by authorised user. 
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Availability: This Principle ensures the availability of cloud data and computing resources 

when needed. 

Authentication: It refers to the process of testing the user’s identity and ensures that users 

are who they claim to be. 

Authorization: It refers to the privileges that are granted to individual or process for enabling 

them to access any authorized data and computing resources. 

Accountability: This is related to the concept of non-repudiation where the person cannot 

deny from the performance of an action. It determines the action and behaviour of single 

individual within cloud system. 

Analysis of attacks and vulnerabilities in cloud computing environment/system: In 

traditional on premises deployment model the data of enterprise must resides within its 

boundary and follow their own access control and security policies. Whereas in cloud 

computing data reside at distributed data centres of cloud with the lack of control and without 

the knowledge of how their data resides. Due to the nature of cloud system there are many 

questions that arise as to weather a cloud is secure enough or not. 

Before understanding the security management in cloud, it must be necessary to analyse the 

various possible vulnerabilities and attacks in cloud environment. 

Network level attacks: During resource pooling process all data or services flow over the 

network needs to be secured from following attacks to prevent the leakage of sensitive 

information or other vulnerabilities:  

� Denial of service/distributed denial of service attack: This attack can overwhelm 

target’s resources so that authorised user is abstained from getting the normal 

services of cloud. DDOS is also based on DOS attack which can be distributed for 

more significant effects. This attack is a cause of failure of availability. 

� Eavesdropping is an interception of network traffic to gain unauthorized access. It 

can results in failure of confidentiality. 
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� Man in the Middle attack is also a category of eavesdropping. The attack set up the 

connection with both victims that makes conversation and making them believe that 

they talk directly but infect the conversation between them is controlled by attack. 

� Replay attack: The attacker intercepts and save the old messages and then send 

them later as one of participants to gain access to unauthorized resources. 

� Back Door: The attacker gain access to network through bypassing the control 

mechanisms using “back door” such as modem and asynchronous external 

connection 

� Impersonation is vulnerability in which malicious node modify the data flow route and 

lure the node to wrong positions. 

� In Sybil attack a malicious user pretends to be distinct users after acquiring multiple 

identities and tries to create relationship with honest user if malicious user is 

successful to compromise one of the honest user then attack gain unauthorized 

privileges that helps in attacking process. 

� Byzantine failure is a malicious activity which compromised a server or a set of 

server to degrade the performance of cloud. 

Attacks and vulnerabilities based on security techniques: If any security technique has 

weakness in implementation it can cause various vulnerabilities: 

� Inside channel attack gain the information from physical implementation of 

cryptosystem to break the security. The information is like technical knowledge on 

which encryption implement, time information, power consumption and others. 

� SSL/SSH/TLS use the cryptography techniques to secure the data but any crucial 

flow in implementation of cryptography algorithm can make stronger cryptography 

technique to weak technique which is a main target of hackers. 

Language and malicious program injection based attack: One of the most frequently 

discovered vulnerabilities in cloud are a direct result of language and programmes that are 

as follow. 

� Buffer overflow is a favourite exploit for hacker which takes the advantage of 

programme that is waiting for user’s input. But in place of user the hacker would 

enter the input or command which results to move the control to attack code. 
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� Trojan horses/Malware are the unauthorized program that are contained or injected 

by malicious user within legitimate program to perform unknown and unwanted 

function. 

� XML Signature wrapping Attack is well known attack on protocols like SOAP that use 

XML format to transfer the request for services. In this, attack moves the original 

body of SOAP message to newly inserted wrapping element writing within SOAP 

header and create a new body which contains the operation that an attack wants to 

perform. 

 

FIG: 3 Example of SOAP message after attack 

 

Web application attacks: Web browser is one of the way of providing the web application 

virtually to users but at the same time they also creates vulnerabilities that has detrimental 

impact on costumers as well as on cloud system 

� Weak authentication or weak username, password is one of the main target of 

malicious users to gain unauthorized access to the services. 

� SQL injection flaws, in which malicious SQL code is erroneously executed in 

database backend. 

� Cross-site-scripting (XSS), in which the malicious java script code is executed 

erroneously by browser. 
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Virtual Machine based vulnerabilities: Following are the various VM based vulnerabilities 

create challenges and issues for service providers. 

� Any malicious programme in VM also transferred between other VMs using shared 

clipboard technology which is an issue for security. 

� Many VMs co-exist on same server share CPU, memory, I/O have virtual 

boundaries. So securing the virtual boundaries is also a challenge for service 

provider.  

� Hypervisor is main controller that maps the physical resources to virtual resources. 

So if any hypervisor is compromised, it is possible to trace the VMs operations 

unencrypted. 

 

Comparison of attacks and vulnerabilities according to their impact on response time, 

growth level and penetration 

� Impact on response time: According to NIST SP 800-61 report figure 4(a), 4(b), 4(c) 

shows the negative effect of various threats on to the response time of cloud system 

environment  

 

FIG: 4(a) Attack’s impact on response time of internet                FIG: 4(b) attacks 

impact on response                 
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FIG: 4(c) attack’s impact on response time of user workstations 

 

� Growth level of vulnerabilities: According to IBM X-Force trend and risk report figure 

5 shows about more than 8000 new vulnerabilities, a 27% rise from 2009. This report 

presents the expanding threat landscape in which various attacks are launched 

against computing environment. 
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Figure5 Rise in vulnerabilities over time  

This report shows that about 49% vulnerabilities are targeted at web applications in 2010 in 

which cross site scripting and SQL injection flaws are top majority issues. 

According to ARBOR NETWORKS report figure 6 shows the dramatically increase in DDOS 

attack about 51% rise from 2009 which broke 100 Gbps barrier for first time. 

 

 

 

Figure 6 Increase in DDOS attack size over time 

SOURCE: ARBOR NETWORKS ‘DDOS ATTACK THROUGH 2010’BY Richard 

Wray Technical Director EMEA. 

Figure 7 shows the growth of application layer attacks in which HTTP and DNS are top 

target of vulnerabilities about 84% and 76% respectively. 
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Figure 7 Target of application attacks 

SOURCE: ARBOR NETWORKS ‘DDOS ATTACK THROUGH 2010’BY Richard 

Wray Technical Director EMEA. 

 

� Penetration of various attacks: Figure 1 shows the dependency among  various 

layers of cloud i.e. 

 

Where    Shows that any attack on layer A also effect on layer B. Figure 8 

shows the penetration level of various attack  

 

 

Figure (8) Penetration level of various attacks 
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Issues and challenges in cloud computing security:  

� As virtualized network offers protection of data from local access but at the same 

time VM has more complex layers of resource allocation. So various detection and 

prevention schemes can also be applied with more complexity. 

� Cryptography techniques are used to overcome the vulnerabilities but it is also 

common to find crucial flows in encryption algorithm implementation which turns the 

strong encryption into weak one and results more vulnerabilities. 

� Due to the limited knowledge of cloud infrastructure, it is difficult to configure the 

firewall correctly, managed and updated causes it to be at risk. 

 

Conclusion: The cloud environment has scalable, expandable, virtualization and abstraction 

as basic aspects that makes cloud security become more complex. Various vulnerabilities 

and attacks  discussed in this paper are main threats for cloud that cause many enterprises 

which have plan to migrate to cloud prefer using cloud for less sensitive data and store 

important data within enterprise boundary. So as a result, moving towards cloud computing 

require more safe and secure environment and our further study will also focus on various 

security schemes or algorithm that helps in providing secure cloud environment. 
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